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INTRODUCTION

ScriptLogic is a leading global provider of systems lifecycle management solutions spanning
physical, virtual and terminal server environments, enabling IT professionals to proactively save time,
increase security, and maintain regulatory compliance through the seamless management of Windows
desktops, servers, and Active Directory. More than 19,000 customers of varying size and industry use
ScriptLogic solutions to manage approximately 4.7 million desktops and servers every day.

ScriptLogic’s software solutions help many different types of enterprises comply with the
requirements that arise from government legislation. The aim of this document is to highlight ways in
which ScriptLogic solutions can be used to bring Microsoft Windows-based IT systems into line with the
requirements of the Health Insurance Portability and Accountability Act.

COBIT OVERVIEW

Control Objectives for Information and related Technology (COBIT), now in its 3rd edition, was
designed by the IT Governance Institute to better define IT processes and resources and tie them to
business strategies and goals. Its 318 detailed control objectives and 34 high-level control objectives fall
into four main categories, or “domains:” Planning and Organization, Acquisition and Implementation,
Delivery and Support, and Monitoring. By viewing IT as a process (which the four domains outline) and
tying that process to business objectives, IT not only ensures adequate control over its systems, but the
business itself also gains an advantage over its competition.

Additional information on COBIT can be found at http://www.isaca.org/cobit.

3 | Implementing COBIT Compliance Controls with ScriptLogic [SCRIPTI (4]}



ADMINISTRATIVE AND TECHNICAL CONTROLS

Because there are 318 specific control objectives and only 4 domains (one being too detailed
and the other not enough), in this document, we will focus at the level of the 34 control objectives,
covering those objectives that ScriptLogic solutions assist with implementing in Windows-based
networks.

The following table lists the control objectives dictated by COBIT (separated into the four
domains) that ScriptLogic assist with and the necessary actions to be taken in order to comply with
COBIT standards.

Planning & Organization

Objective COBIT Control Action Required

PO8: Ensure Compliance with 8.2 Practices and Procedures for  Identify the controls that you

External Requirements Complying with External need in order to comply with
Requirements legal requirements

PO8: Ensure Compliance with 8.2 Practices and Procedures for  Identify the controls that you

External Requirements Complying with External need in order to comply with
Requirements legal requirements

Acquisition & Implementation

Objective COBIT Control Action Required \
Al3: Acquire and Maintain 3.3 System Software Security Ensure security of data and
Technology Infrastructure programs based on configuration
3.6 System Software Change Ensure controlled changes to
Controls systems
3.7 Use and Monitoring of Monitor and evaluate the use of
System Utilities systems
Al6:Manage Changes 6.2 Impact Assessment Monitor changes made to

systems in real time for change
management purposes

6.3 Control of Changes Ensure controlled changes to
systems

6.8 Distribution of Software Ensure the correct software is
installed on the correct
machines

4 | Implementing COBIT Compliance Controls with ScriptLogic 0GIC|



Delivery & Support

Objective
DS4: Ensure Continuous Service

COBIT Control
4.3 IT Continuity Plan Contents

Action Required
Develop procedures to restore
systems to a pre-incident state

DS5: Ensure Systems Security 5.1 Manage Security Measures

Assess the impact on a potential
change and monitor the
implementation of that change

5.2 ldentification, Authentication
and Access

Restrict access to resources to
appropriate personnel

5.5 Management Review of User
Accounts

Review access rights periodically

5.6 User Control of User
Accounts

Be alerted to unusual
administrative activity

5.7 Security Surveillance

Administrative security
violations should be recorded
and reported

5.19 Malicious Software
Prevention, Detection and
Correction

Protect machines from malicious
software

DS8: Assist and Advise
Customers

8.1 Help Desk

Establish a help desk function

DS9:Manage the Configuration 9.2 Configuration Baseline

Establish a configuration
baseline

9.3 Status Accounting

Establish history of changes

9.4 Configuration Control

Periodically check recording of IT
configuration

DS11:Manage Data 11.23 Back-up and Restoration

Implement Backup and restore
procedures

Planning & Organization

Objective
M1:Monitor the Process

COBIT Control
1.4 Management Reporting

Action Required

Generate reports depicting
progress toward identifiable
goals

2.1 Internal Control Monitoring

Monitor access made to systems
in real time to audit
implemented controls

2.4 Operational Security and
Internal Control Assurance

Monitor changes made to
systems in real time to ensure
operations are made within
established controls
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Together, these products enable companies to implement controls that secure systems, easily
maintain those controls, and then report on their effectiveness, thus fulfilling key requirements of COBIT
compliance.

The remainder of this paper provides examples of how ScriptLogic solutions enable
administrators to perform the necessary actions to implement COBIT compliance controls.

SOLUTIONS SUMMARY

ScriptLogic software solutions give organizations that are implementing internal controls in
order to comply with COBIT the tools they need to evaluate, secure and audit all aspects of their
Windows-based infrastructure.

In order to bring an organization into compliance, there are a number of software solutions that
need to be considered. No single software product can make a company compliant, but software tools
play an essential role in helping agencies manage internal controls. ScriptLogic’s software solutions
provide the power to implement, maintain and report on internal access and security controls with
minimal additional administrative burden.

ScriptLogic solutions that assist with COBIT compliance

Active Administrator Comprehensive Active Directory management solution
that reduces the complexity of Active Directory security,
delegation, group policies and recoverability.

Enterprise Security Reporter Reporting solution that generates instant, formatted

Enterprise Security Reporter for SharePoint  reports on file permissions, users, groups, group
memberships, printers, file shares, password
weaknesses, security policies, and more.

Security Explorer Security management solution that fixes, reports,

Security Explorer for SQL Server searches, cleans-up and backs up all security settings on

Security Explorer for SharePoint file, SQL, and SharePoint servers. It also manages service
and task security and settings.

File System Auditor Centrally audits, reports and alerts on Windows file
system activities.

Desktop Authority Comprehensive desktop management platform the

provides centralized configuration, inventory, support
and security of Windows-based clients.

Patch Authority Ultimate Centralized patching solution providing both Microsoft
and select third-party patching of Windows desktops and
servers.

Together, these products enable companies to implement controls that secure systems
containing patient health information, easily maintain those controls, and then report on their
effectiveness, thus fulfilling key requirements of COBIT compliance.
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The remainder of this paper provides examples of how ScriptLogic products enable
administrators to perform the necessary actions to implement COBIT compliance controls.

Example 1: Ensure External Compliance
Related Objective: P08 - Ensure Compliance with External Requirements

Section 8.2 states that an organization should “ensure that appropriate corrective actions are
taken to guarantee compliance with external requirements.” ScriptLogic solutions assist in the
compliance of regulatory standards such as Sarbanes-Oxley, HIPAA, GLBA, FISMA, and FIPS 200 using the
very same solutions and features listed throughout this document. Visit
http://www.scriptlogic.com/compliance for more information.

Example 2: Use Active Templates to Delegate AD Permissions

Related Objectives: AI3 - Acquire and Maintain Technology Infrastructure / DS5 - Ensure Systems
Security / DS9 - Manage the Configuration

ScriptLogic Solution: Active Administrator

The root of all delegation of permissions to resources lies within Active Directory: access to
patient information on a server is granted via a group membership, whose membership management is
assigned to an individual within IT, who was granted those permissions by an AD admin. So you see, it is
important that your delegation of responsibility with AD be consistent. Active Administrator’s Active
Templates simplify control over the delegation of user rights in Active Directory, as shown in Figure 1.
For example, Active Templates can be used to quickly delegate admin tasks such as the ability to update
user information or group memberships to department managers and junior administrators.

Active Templates harness the power and granularity of Active Directory without the complexity
and guesswork of dealing with lists of user rights, and can be easily granted and revoked. Active
Templates ease the job of the IT Administrator using Active Directory to comply with COBIT
requirements.
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Figure 1: Each Active Template grants or revokes permissions consistently, simplifying delegation

Active Administrator can be configured to enforce the permissions assigned via Active
Templates when changes are manually made to potentially circumvent established security standards. A
service monitors all permissions delegated through Active Templates and can a) notify IT via email, b) re-
enforce the delegated permissions or c) both.

Example 3: Enforce AD Permissions through Self-Healing Active Templates

Related Objectives:  Al3 - Acquire and Maintain Technology Infrastructure / DS5 - Ensure Systems
Security / DS9 - Manage the Configuration

ScriptLogic Solution: Active Administrator

Active Administrator also makes it possible to quickly review all delegated permissions that were
set with Active Templates by first identifying those locations that use Active Templates with a green
marker, and highlights those that have since been modified by other changes to Active Directory by
changing the marker to red. Active Administrator lets administrators instantly re-apply the Active
Template to restore the user rights required for compliance with CosIT standards, or Active
Administrator can be configured to automatically reinforce the permissions originally assigned through
an Active Template.

8 | Implementing COBIT Compliance Controls with ScriptLogic [SCRIPTI (4]}



1 Frogram Lrars

_ T Mative Permizsicns | % Active Templates F'errrissiu:unsl j
Connect bo Doman Conkroller. .. I Permission:
TChd Coll M mim ke
fctive Templates Delegate Contral. . 3
Set To Default Permissions. .. MMM&I B
> Repair Al Broken Templates :
(€] Developmel  pove =
(&) Zwecutive Find... Create Templlate... |:| F'rogrm Daa
(€] Human Res Find Permissions.. . Repart Activel Temolates Delegated PL
ek o JEERRISE DikALIN. CONT B Q=R lcicn

ﬂ Bccounting Repl
ﬂ Accountzhd gr
=-{£3] Computsrs

oo T e L

Figure 2: Active Directory security can be manually repaired or automatically reinforced.

Example 4: Centrally Establish File System, Share, Database and SharePoint Permissions

Related Objectives: AI3 - Acquire and Maintain Technology Infrastructure / DS5 - Ensure Systems
Security

ScriptLogic Solution: Security Explorer, Security Explorer for SQL Server, Security Explorer for SharePoint

While Windows, SQL and SharePoint servers can be secured in a one-off fashion, the consistency
desired by sections 3.3 (System Software Security) and 5.2 (ldentification, Authentication and Access)
can only be accomplished by using a solution that will both centrally establish permissions and be able
to replicate the permissions across multiple servers, shares, file systems, databases and Sites. As shown
in Figure 3, Security Explorer can not only manage permissions on these various systems, but
permissions can be cloned to maintain consistency.
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Figure 3: Centralized Assignment and Cloning of permissions with Security Explorer

Example 5: Manage Group Policies to Secure Users and Desktops

Related Objectives: AI3 - Acquire and Maintain Technology Infrastructure / Al6 - Manage Changes /
DS5 - Ensure Systems Security

ScriptLogic Solution: Active Administrator

Section 3.6 (System Software Change Controls) seeks to make certain change control is in place.
One aspect of a Windows network where changes can have a major impact is modification of Group
Policy Objects (GPO). Active Administrator is a comprehensive management application that provides
enormous visibility and control over GPOs to help administrators manage the GPO lifecycle.

Active Administrator additionally provides an Offline GPO Repository to be used for making
changes to and testing Group Policies without affecting the production environment. It is here that
change control comes into play. Administrators with Read permissions to GPOs in AD have the ability
within Active Administrator to add a GPO to the Offline Repository, edit and report on it, but not publish
the offline GPO to the live environment. Only an administratorwith Change permissions or higher can
move the offline GPO back into production, thereby enforcing change control.

To make use further use of the offline GPOs, Active Administrator features an enhanced
“Resultant Set of Policies” tool, shown in Figure 4, that analyzes the effect of combined Group Policies
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on an individual user or computer. Active Administrator goes beyond other RSoP tools with the ability to

run what-if scenarios against both live Group Policies or their offline counterparts, empowering

administrations to see the individual effect of each policy on the Resultant Set. And it can do all this for
both Windows 2000 and 2003, and report on GPOs and RSoP in a range of formats.
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Figure 4: Calculating the RSoP allows you to ensure required security is enforced

Example 6: Maintain GPO History
Related Objective: DS9 - Manage the Configuration
ScriptLogic Solution: Active Administration

Section 9.3 focuses on maintaining a history of changes and a status of all changes. Active

Administrator provides these capabilities for GPO Management through its GPO History functionality.

Group Policy History, shown in Figure 5, automatically maintains a history for each version of a GPO

within Active Directory. Historical versions can be compared with each other, with the current live GPO

version and can be edited as well as rolled back into production.
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Figure 5: Reviewing Group Policy management activity with Active Administrator

Example 7: Distributing Software
Related Objective: Al6 - Manage Changes
ScriptLogic Solution: Desktop Authority

Securing access to systems is not only a matter of securing AD or file servers; it is also a matter
of ensuring only the correct software is on each client machine. Desktop Authority’s Application
Launcher, shown in Figure 6, gives administrators the ability to not only launch application installs at
logon or logoff, but also can be accomplished with elevated privileges, bypassing the need to give users
local admin rights.
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What makes the application launcher so applicable to COBIT’s need to “ensure distribution of

the correct software element to the right place” is Desktop Authority’s Validation Logic, shown in Figure

7. Validation Logic is used to determine who will get a particular configuration such as a drive mapping

or an application. By using the 40+ validation types, along with Boolean logic to make selections

exponentially more granular, administrators can narrow the scope of selection down to a specific group

of users or even a single user.
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Figure 7: Validation Logic allows granular selection of deployment and desktop configuration

Example 8: Auditing Active Directory Usage
Related Objectives: AI3 - Acquire and Maintain Technology Infrastructure / Al6 - Manage Changes /

DS5 - Ensure Systems Security / M1 - Monitor the Process

ScriptLogic Solution: Active Administrator

Several COBIT controls call for the monitoring the use of systems and imposed security. To be
aware of changes being made to your Active Directory, Active Administrator takes analysis of Active
Directory audit logs to a new level, combining and filtering logs from all domain controllers, storing them
in a database, and providing powerful reporting capabilities. This can be used to track new delegations
and permission changes, and who made them (Figure 8). It can also be used to determine who reset a
password, changed group memberships, or performed any other action within Active Directory. Active
Administrator allows for long term storage of audit logs without the need for enormous Event Logs on

individual domain controllers.
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Figure 8: Active Administrator provides centralized reporting on all Active Directory activity

Example 9: Restore Active Directory and Active Directory Security
Related Objectives: DS4 - Ensure Continuous Service / DS11 - Manage Data
ScriptLogic Solution: Active Administrator

Windows 2003-based Active Directories (even mixed-mode AD environments within only a
single Windows Server 2003 Domain Controller) can take advantage of Active Directory object-level
restores. When an object is deleted within Active Directory, it is actually “tombstoned” and not
permanently deleted until after 45 days (by default with pre-SP1 Windows 2003, and for as long as 180
days with SP1). Windows 2003 allows recovery of objects through an Authoritative Restore, but this
does not allow for selective recovery of objects and also loses many attributes including group
memberships. Active Administrator backs up Active Directory and gives administrators the ability to
recover “deleted” objects, and can also fully restore selective or all attributes on both Windows 2000
and 2003, as shown in Figure 9.
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2005-06-20 00-00-00 instanceT ype
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Figure 9: Powerful selection options make restoring deleted objects and object attributes a simple task

An administrator’s ability to function within Active Directory is directly impacted by a change in

delegated permissions. While Active Templates aid in maintaining proper permissions, it is important to

have a backup of those delegations throughout Active Directory. Active Administrator makes backing up

Active Directory permissions (shown in Figure 10) a simple task by only requiring a backup filename and

a chosen domain. Restores can be as granular as restoring only permissions to a select object or as

broad as restoring permissions to the entire Directory.
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rﬁ Backup Security =] E3

— Backup File rﬁ Restore Security =] B3
Save As: I CiasdDatalAD-Security, ads )
— Backup File
— Backup Domain Backup File: I CiAaddDatalAD-Security, ads J
Daomain: I slkest, local

Backup server: do.slest.local [~ Restore To

Domain: I slkest.local

— Log File
™ Generate Log File: I

Restore server; do.slkest.local

Skart Path: I LDAR: fide. slkest localiDC=sltest, DC=local _I
I~ Current Path
% Restare permissions on this object and all child objects
Path:
I " Restore permissions on this object only
— Error List " Restore permissions on this object and all child ohjects of type:
Errar Path I LI
r— Log File
[ Generate Log File: I | Wiew |

r— Current Path
Path: I

— Error Lisk
Errar | Path |

[~ Close this dialog when no errors occur

Backup | Scher

[~ Close this dialog when no errars occur Goko Object |

Close |

Figure 10: Active Administrator backs up and restores AD permissions increasing the availability of AD administration.

Example 10: Restoring Server Security
Related Objectives: DS4 - Ensure Continuous Service / DS11 - Manage Data
ScriptLogic Solution: Security Explorer, Security Explorer for SQL Server, Security Explorer for SharePoint

The Security Explorer platform provides the capability to backup and restore all NTFS, Share,
Registry database, and SharePoint permissions. Some administrators even use Security Explorer to
perform hourly backups of the permission settings on their security-sensitive servers so that if a security
breach is suspected and permissions appear to have changed, they can quickly reset data security to the
last-known fully-secured state.

Security Explorer can also dramatically simplify the recreation of permissions after a hardware
failure and recreation of the file system from backup tapes. The ability to quickly restore permissions
settings, as shown in Figure 11, ensures that security is maintained and data is only available where
intended.
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™ Restore to a different path

| o Jf B | B

Help | Advanced Refresh I
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Figure 11: Restoring Share and Registry permissions is similar to restoring NTFS permissions, shown here

Example 11: Audit Server Security Permissions
Related Objective: DS5 - Ensure Systems Security
ScriptLogic Solution: Enterprise Security Reporter, Enterprise Security Reporter for SharePoint

Enterprise Security Reporter scans a network of Windows servers and workstations, as well as
SharePoint servers and analyzes the results using over 160 customizable, turn-key security reports.
These reports provide a formatted analysis of the security controls in place if needed during a review of
CoBIT compliance by third parties.

As an example, the analysis of file permissions can be done using the “Delta Permissions
Reporting” function, which only shows file and folder permissions which differ from the parent folder to
make it easier to identify all permissions which have been “added” to the inherited NTFS permissions, as
shown in Figure 12. The result is that this report is an essential report for tracking down over-exposed
files and folders, which might reveal a breach of security.
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Path/Object Name ,
Account Type Permissions 1
+ NT AUTHORITY\METWORK Allowed  Special (RWX)(RWX)(RX) 1
- DEMO\Domain Admins (Designated administrators of the domain) Allowed ,
\\20035VR\C$\SHARES\USERS\securityexplorer.try\dir02.try\ 1
- DEMO\Domain Admins (Designated administrators of the domain) Allowed "1
\\20035VR\C$\SHARES\USERS\securityexplorer.try\dir03.try\ 4
-_DEMO\Domain Admins (Designated administrators of the domain) Alloyred
+ DEMO\Guests (Guests have the same access as members of the Allowed Change (RWXD)(RWXD){RWXD)
Users group by default, except for the Guest account which is further
restricted)
\\20035VR\C$%\SHARES\USERS\securityexplorer.try\dir03.try\subdir02.try\ i
+ DEMO\Users (Users are prevented from making accidental or Allowed Change (RWXD)(RWXD)(RWXD) +
intentional system-wide changes. Thus, Users can run certified j
applications, but not most legacy applications) i
\\2003SVR\C$%\SHARES\USERS\securityexplorer.try\dir03.try\subdir03.try\ F
+ {5-1-5-32-547} Allowed  Full Contrel (AlI)(AIN(AID ;
\\20035VR\C$\SHARES\USERS\securityexplorer.try\dir03.try\subdir03.try\dir03.try\ {
+ DEMO\Users (Users are prevented from making accidental or Allowed Read & Execute (RX)(RX)(RX) 3
intentional system-wide changes. Thus, Users can run certified 1
applications, but not most legacy applications) :
\\20035VR\C$\SHARES\USERS\securityexplorer.try\dir04.try\ g
.. DEMO\Domain Admins, (Desianafed administrarors.ef the.domaio) . Allwed WMJ

Figure 12: Unusual permissions (such as granting access to the Guests group) can easily be found

Also, diving into the membership of assigned groups will further enable you to assess the state
of security. Enterprise Security Reporter’s Group Membership report, shown in Figure 13, highlights who
will be receiving permissions based on group memberships.

SALESDEMO\Executivellserl (Executive Userl)
SALESDEMOD\Domain Admins (Designated administrators of the domain)
SALESDEMO\Administrator
SALESDEMO\SLAdmin (SL Admin)
SALESDEMO'\Domain Guests (All domain guests)
SALESDEMOYGuest
SALESDEMO Domain Users (All domain users)
SALESDEMO\AccountingRepl (Accounting Repl)
SALESDEMO\accountsmgr (Accounts Manager)
SALESDEMO\Administrator
SALESDEMO\DevelopmentUserl (Development Userl)
SALESDEMO\Executivellserl (Executive Userl)
SALESDEMO\HRUserl (HR User1)
SALESDEMO\krbtgt
SALESDEMO\NetworkAdminl (Metwork Adminl)
SALESDEMO\SalesRepl (Sales Repl)
SALESDEMO\SLAdmIn (5L Admin)
SALESDEMO\SLUser (SL User)
SALESDEMONSUPPORT_388945a0 (CM=Microsoft Corporation,L=Redmond,S=Washington,C=US)
SALESDEMOD'\Enterprise Admins (Designated administrators of the enterprise)

e i cnm B gt S e BB o, o f"‘\"" T S L

TR g SR W PN T TR W g

Figure 13: Quickly identify users with elevated permissions via memberships
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Example 12: Ensure Up-To-Date Patches Have Been Applied
Related Objective: DS5 - Ensure System Security
ScriptLogic Solutions: Desktop Authority, Patch Authority Ultimate

Once a patch is released by Microsoft to secure a known vulnerability, the average time it takes
for an exploit to rear its ugly head is less than 25 days. In order to ensure machines accessing customer
information are secure, patching needs to take place as soon as possible, once a patch is released. DA’ s
Patch Deployment for Desktops option, shown in Figure 14, patches desktop machines based on product
and patch severity utilizing DA’s exclusive Validation Logic to establish patch deployment granularity for
testing or general availability of a patch.

I Dieplay By Individual Patch j

= -1 i = Digtribution servers
: ] [_] Ciitical j ¥ Automatic selection
- J 0 Important 7 Use specific serverz)
I (] Moderate al
[0 Low I y]
][] Mot Rated
2+ [ Product Filers = Aluto.malticall_l,l pre-download patch files o
- (23 Intemet Explorer distribution servers.
E-J 23 Intermet Information 5 ervices
- 2] Microzoft Office ¥ If requested patches are not available on the
27 (3 Miscellaneous client machine, suzpend the logondlogaff process
i until they are downloaded.
7 (0 NET Framework MOTE: Thiz may delay the logon/logaff process.

s L3 NET Framework 1.1 -
4| | k|

140 Froducts Found

Deploy | Patch MNumber | Bulletin ID | Fraduct{z] | Title il
O (303835 MS01-038  Office <P Install Paint Gold Outlook Wiew Control Esposes Unzafe Functionality

O 0303335 MS01-038  Outlook 2002 Gold Outlook Wiew Control Exposes Unsafe Functionality

a [ 30EE05 MS01-050  Office ¥P Install Point Gold Malformed Excel or PowerPoint Document Can Bypass b
O (306605 MS01-050  PowerPaint 2002 Gold Malfarmed Excel or PowerPaint Document Can Bypass b
O [ 306606 MS01-050  Ewcel 2002 Gold Malfarmed Excel or PawerPaint Document Can Bypass b

L it o pane, “MMBLLMTLW SSFERYUTRTINSEY N PN - ST S— ) _"‘“a‘b‘ -

Figure 14: Patching both Microsoft and 3rd-party solutions is a critical step to managing your risk

If you prefer a solution that patches both desktops and servers, Patch Authority Ultimate will
patch Microsoft operating systems, enterprise applications (such as Exchange, SQL, etc), Microsoft
applications (such as Office) and select 3" party applications centrally.
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Example 13: Scan for Known Spyware on Desktops
Related Objective: DS5 - Ensure System Security
ScriptLogic Solution: Desktop Authority

In an organization with tens, hundreds, or even thousands of desktops, a standalone anti-
Spyware application is not a viable solution. Desktop Authority (DA) provides an enterprise-scalable
platform for configuring and securing desktops from a central interface. DA’s Spyware Detection and
Removal option empowers administrators to centrally scan, remove and report on any found Spyware
utilizing DA exclusive Validation Logic to select who will receive the configuration. Figure 15 shows the
configuration options available and Figure 16 shows DA’s Spyware reporting capabilities.

—Scantype————————— —WYarnants to exclude

[V Scan memary

IE:-:haustive Scan 'I

W Scan registry
¥ Scan local disks
[T Scan removable disks

—Scan options

Mirimum threat level:

| Low i add | Modiy | Delete |

Action to take:

IQuarantine j [T Automatically delete quarantined variants older than I daps.
. aaltabemiens e oS, dmenndhonks | s,

Figure 15: Desktop Authority’s powerful Anti-Spyware option is comprised of
flexible options mixed with multiple configurations using Validation Logic

- DESKTOP
LSCRIPTIIA]d] AUTHORITY

Anti-Spyware Activity

Report Parameters: Variant Last Detected Start Date: 1/1/1900, Variant Last Detecied End Date: 12/31/3000

Threat Level: Severe
Variant Name: Conscorr Category: RAT Last Action: 9/21/2005 324 PM

Description: This malicious program is designed to download programs from the intemet, including dangerous viruses and parasites. Itis
repensible for infecting machines with large amounts of other spyware and adware; this exploitation does not require any user inte

Computer Name Infection File Name Infection Path Action Result Action Time
DESKTCOP1 CONSCORR.EXE CADOCUMENTS AND REMOVE SUCCESS 9/21/2005 3:24 PM

SETTINGSWADMINISTRATOR.
2K3DOMAINVDESKTOP\SAMPLE
SPYWAREL

DESKTOP1 CONSCORR.EXE CADOCUMENTS AND REMOVE SUCCESS 9/21/2005 3:24 PM
SETTINGS'TESTERIDESKTOR\SPYWA
REVSAMPLE SPYWARE\

Threat Level: High
Variant Name: nCase Category: ADWARE Last Action: 9/21/2005 3:24 PM
Description: No Description

Computer Name Infection File Name Infection Path Action Result Action Time
DESKTOP1 180AX.EXE CADOCUMENTS AND REMOVE SUCCESS Q721/2005 3:24 PM

SETTINGSWOMINISTRATOR.
2K3DOMAINDESKTOP\SAMPLE
SPYWAREY

DESKTOP1 180AX.EXE CADOCUMENTS AND REMOVE SUCCESS 9/21/2005 3:24 PM
SETTINGS'TESTERIDESKTOP\SPYWA
REVSAMPLE SPYWARE\

0 eI sty ot s s AT s st ettt s s a T s i g, gt IR b arnantinl

Figure 16: Centralized reporting ensures IT is aware of the Spyware outbreaks and their removal
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Example 14: Remotely Manage Clients
Related Objective: DS8 - Assist and Advise Customers
ScriptLogic Solution: Desktop Authority

Both the Incident Management and Problem Management processes focus on the minimization
of impact, as well as the amount of time required to fix a problem. Problems arising on client machines
can be diagnosed identified and resolved remotely using Desktop Authority’s Remote Management
client. Using a Java-enabled web browser, administrators and helpdesk personnel can remotely access
client machines, not just for the purpose of remotely controlling, but for the purpose of remotely
managing a client machine. In addition to troubleshooting a client problem by interactively controlling
the desktop remotely, Desktop Authority’s Remote Management client (shown in Figure 17) can also
accomplish performance monitoring, management of disks, the registry, processes, services, users,
groups and more all without disturbing the user while they work.

RD3 - Desktop Authority - Microsoft Internet Explorer, r-_|rE|r5__<|
File Edit ‘Wiew Favorites Tools Help ,'
10
A 16:50:42
: - RD3
ﬁESKTOP AU'THORﬂﬂ End Remo
» Home =
DA
..... Home Syskem Owverview | shout Deskkop Authority
""" ”} Remote Control Welcome to Desktop Authority. You're logged in as: SCRIPTLOGICA\NC Security
----- B File: Transfer Authentic
..... g_) Help Desk Chat The current date and time is: Wednesday, December 06, 2006 4:49:48 PM Transpor
Running since Wednesday, December 06, 2006 7:29:06 AM {for 9 hours, and 20
El?f Cmputer Management rinutes), sent 25.27 KB in response to 12 client requests, =
3 File Manager
3 User Manager Most Recent Accesses Quic
T - Host Name User Access |Access |Idle Time
Event Viewer started |Finished
] Services ~ | 10103098 SCRIPTLOGICWNC ~  ° |12/6/2006 stillon | 0:00:00:00( Add
-] Processes scriptlogic.loca : ar
M P (RD3 tl local) 4:49PM | (for 0 links
. Drivers minutes) clickir
] ’ any col
Registry Editar Current Connections
- ©Command Prompt Remote Control no connections
3 Reboot FTP Server no connections
Monitor Host Screen Telnet f SSH Server no connections
...... GP Update File Transfer no connections
4® Computer Settings Port Forwarding Server no connections
------ Ervironment Variables
] Virtusl 1 System Information
d Virua Hemary Interactive User: SCRIPTLOGICYNE
' Time Terminal Users: SCRIPTLOGICYA: (Consale)
: Aukamatic Logon CPU: Intel Pentium at 1995 MHz
Shared Resources Current CPU I 90,
------ Aukomatic Priorities % L":'I'ZL . . v
¢ |3 ® I >
@ Applet Perfyiew started é \:g Local intranet

Figure 17: Troubleshooting a client problem remotely is a simple task with Desktop Authority’s Remote Management client

Example 15: Assess State of Patching
Related Objective: M1 - Monitor the Process
ScriptLogic Solution: Patch Authority Ultimate

Before you can manage your risk, you need to assess the current state. Before patching any
Windows desktops and servers, Patch Authority Ultimate can perform scans of managed systems and
automatically generate and email reports showing the state of your patching, as shown In Figure 18.
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Detailed Summary

PATCH AUTHORITY
W ULrimare

Patch Report

Report Date: 12/6/2007 5:22 PM

Scan 3/2/2007 11:54 AM

XML Version: 1.1.3.3358 - XML Date: 2/27/2007
Scanned By: DEMO\administrator on 3/2/2007 11:54 AM

Missing Patches: 169 Machines Scanned: 3 Machine Group:
Missing Service Packs: 8 Machines Not Scanned: 3 Scan Template: FullScan
Patches Found: 1 Machines Total: 6 Patch Group:
Found Missing Missing
Computer IP Address Domain Language Patches Patches SPs
3 2003DCE 192.168.135.70 DEMO us-en 0 50 2
.3 2003MEM3 192.168.135.73 DEMO us-en 1 54 3
@ XPPSP2 192.168.135.90 DEMO us-en 0 65 3

B T I T I Y

Figure 18: Automatically analyze the state of Windows patching with Patch Authority Ultimate

Example 16: Audit File System Usage
Related Objective: M1 - Monitor the Process / Al3 - Acquire and Maintain Technology Infrastructure
ScriptLogic Solution: File System Auditor

Since sensitive information can exist in letters, accounting spreadsheets, etc, it is vital to have in
place a solution that will proactively detect, and notify IT of access (and denied access) to protected
information. File System Auditor monitors all file system activity on Windows servers and centrally
secures the logged activity information into a secure SQL Server-based audit trail. Activity can be
reported on (as well as scheduled to be emailed when it occurs) using very simple to use criteria, shown
in Figure 19.
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[E ScriptLogic File System Auditor [Report Configuration Console]

File Wiew Tools Help

E?}_‘ MNew Repork ﬁ @ Start Page ,QJ

=10l x|

Bl DemoDC File Auditing

[] pemaDC File auditing Datahase Connection

-

Selected Report Filker

Change database connection settings L)
N 4

s SQL Server Instance: Users:
JpEmanc
Events:
Database Mame: Paths:
[5LFieAuditor
Processes:
Authentication Mode:  Windows Servers:

Report Filker Resulks

Dake/Time Range: ITuesday, May 01, 2007 12:00 4 ., |

I[F\II Users]

I[F\II Events]

|[n|| Paths]

I[F\II Processes]

I[F\II Servers]

o |
]
]
]
o |

Not Scheduled

K1l

Displary first 1000 of 24 Events | Retrieve By Time Generated Desc - @ Refresh D Wiew Report
Server Mame | Time Generated Account | Ewent | Path | Rename Path
DEMODC [DEM B/29/2007 22000 Administrator [DE Folder - Maodified C:ATestyMew Fald
DEMODC [DEM B/29/2007 3201 Administrator [DE Folder - Madified C:ATest\Mew Fald
DEMODC [DEM B/29/2007 3201 Administrator [DE Folder - Access D ChTestsMew Fold
DEMODC [DEM B/29/2007 3201 Administrator [DE Folder - Madified C:ATest\Mew Fald
DEMODC (DEM 5/29/2007 3201 Administrator [DE Folder - Modified C:ATest\Mew Fold
DEMODC (DEM 5/29/2007 3201 Administrator [DE Folder - 4ccess D CihTestsMew Fold
DEMODC (DEM 5/29/2007 3201 Administrator [DE Folder - Modified C:hTest
DEMODC [DEM 5292007 3201 Administrator [DE Folder - Modified ChTest
) |

s

Figure 19: File system activity is centrally audited providing a trail for compliance use

Criteria is based on six elements, each graphically represented to promote a fast and simple

method of retrieving audit results, as shown in Figure 20.
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Edit Audit Reporting Filter |

—Date Tire Filter

¥ Pepart fila systam everks For the Fallowing number of howrs:

" Repart file system evel

Drake | Time From: Event Marne

s |1 Edit Audit Reporting Rlter El
—Events Filker
" Include AllEvents @ ndude Selected Everits ©  © Exclude Selected Events
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Filz Events
{1 File - Created
Sun Mon Tue wed Th u R'a I8 - Lreale
20 30 1 F 3 O 7 File - Deleted
& 7 5 9 1 ||OcdFie-moved
13 14 15 16 10 || O 7@ File - Renamec
20 21 22 23 X O :&Filc  Madified socurity

27 X 29 30 3 L
3 4 £ & 7 DJFlIE Read

File - Modified
[lroday: 5/25/2 D ﬁ
O B File - Access Dznied (Creating)

|12:EIEI A O [Z File - access Denied (OeningModifying

Folder Events

O {:anldcr Croabed
O &'j Folder - Deleted
M & Falder - Maved

[ o ]

Zancel |

Figure 20: Selection of auditing criteria is a simple process
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concuusion

While COBIT lists specific control objectives in the areas of assessment, assignment, auditing and
availability of security, it makes no mention on how to implement these controls, as organizations utilize
varying systems and will, therefore, utilize different methods to achieve compliance.

ScriptLogic products give administrators the power they need to ensure security throughout
their Windows-based networks, and to scan and report on security settings to demonstrate COBIT
compliance when required. This white paper has only touched a few key functions in ScriptLogic’s range
of solutions, but these functions and many more like them combine to enable IT administrators to play
their part in achieving their organization’s COBIT compliance.

ScriptLogic solutions that assist with COBIT compliance \

Active Administrator Comprehensive Active Directory management solution
that reduces the complexity of Active Directory security,
delegation, group policies and recoverability.

Enterprise Security Reporter Reporting solution that generates instant, formatted

Enterprise Security Reporter for SharePoint  reports on file permissions, users, groups, group
memberships, printers, file shares, password
weaknesses, security policies, and more.

Security Explorer Security management solution that fixes, reports,

Security Explorer for SQL Server searches, cleans-up and backs up all security settings on

Security Explorer for SharePoint file, SQL, and SharePoint servers. It also manages service
and task security and settings.

File System Auditor Centrally audits, reports and alerts on Windows file
system activities.

Desktop Authority Comprehensive desktop management platform the

provides centralized configuration, inventory, support
and security of Windows-based clients.

Patch Authority Ultimate Centralized patching solution providing both Microsoft
and select third-party patching of Windows desktops and
servers.

For more information on how ScriptLogic can help you achieve COBIT compliance please visit
www.scriptlogic.com/cobit, or contact your ScriptLogic sales representative or Authorized ScriptLogic
Channel Partner.
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